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Resumo

O OpenVPN é um software livre e open-source para criar redes privadas virtuais
através de tuneis criptografados entre computadores. Ele é capaz de estabelecer
conexdes diretas entre computadores mesmo que estes estejam atras de Nat
Firewalls sem necessidade de reconfiguracdo da sua rede. Este documento visa
mostrar o passo a passo uso da VPN da EMMN pelo Diretor de operacdes. A
VPN a sequir foi criada com o intuito de permitir 0 acesso aos servicos internos
da estacéo, portanto so devera ser utilizada para esta finalidade.


https://pt.wikipedia.org/wiki/Software_livre
https://pt.wikipedia.org/wiki/C%C3%B3digo_aberto
https://pt.wikipedia.org/wiki/VPN
https://pt.wikipedia.org/wiki/Tunelamento
https://pt.wikipedia.org/wiki/Criptografia
https://pt.wikipedia.org/wiki/NAT
https://pt.wikipedia.org/wiki/NAT
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Acesso a pagina de gerenciamento

Para acessar a pagina de gerenciamento da VPN,

1. Abra seu navegador de preferéncia

2. Digite o IP 192.168.1.1 se estiver conectado a rede local da estacdo. Caso nao esteja,
digite o IP 200.137.4.220

3. Cligue em Avancado > Ir para o ip digitado

Sua conexdo ndo é particular

Invasores podem estar tentando roubar suas informacdes de 200.137.4.220 (por exemplo,
senhas, mensagens ou cartdes de crédito). Saiba mais

MNETERR_CERT_AUTHORITY_INVALID

Ocultar detalhes Voltar 3 sequranga

Este servidor ndo conseguiu provar que € 200.137.4.220. O certificado de seguranca nao

& confidvel para o sistema operacional do seu computador. Isso pode ser causado por
uma configuracdo incorreta ou pela interceptacdo da sua conexdo por um invasor.

I Ir para 200.137.4.220 (ndo seguro) I

4. Entre com o login e senha corrente do PfSense

Obs: O login e a senha podem ser encontrada no redmine na sesséao da Infraestrutura >
Servicos disponiveis

fPisense oo

SIGN IN

Cadastrando usuarios

1. Vaem System -> User Manager na barra superior
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msense System v Interf, Services Status v Dia Help ~
COMMUNITY EDITION
Advanced
System/  cert Manager Users / Edit 2]

General Setup
Users Grc HighAvail. Sync  Authentication Servers
P — Logout (admin)
reiecevncce |
D Routing
Setup Wizard

Update i cannot login

>

2. Clique no botdo Add

Users Groups Settings Authentication Servers
[=————
Username Full name Status Groups Actions
admin System Administrator v admins d
O & cleberd v V|

‘ Add i Delete



EMIVINE:

Esta¢do Multi-Misséo de Natal

3. Defina o nome do usuério e a senha e marque “Click to create a user
certificate” para gerar o certificado do usuério e salve.

User Properties

Defined by USER

Disabled [] This user cannot login

floripa
esee ecee

Full name

User's full name, for administrative information only

Expiration date

Leave blank if the account shouldn't expire, otherwise enter the expiration date as MM/DD/YYYY
Custom Settings [ Use individual customized GUI options and dashboard layout for this user.

Group membership adming

Not member of Member of

Hold down CTRL (PC)/COMMAND (Mac) key to select multiple items.

Certificate Click to create a user certificate

Create Certificate for User

Descriptivename | floripa |
Certificate authority ca-pfsense v
Key length 2048 bits v

The larger the key, the more security it offers, but larger keys take considerably more time to generate, and take slightly longer to validate leading to a
slight slowdown in setting up new sessions (not always noticeable). As of 2016, 2048 bit is the minimum and most common selection and 4096 is the
maximum in common use. For more information see keylength.com.

Lifetime 3650

i
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Criando uma nova VPN

1. Vaem VPN, OpenVPN , na aba Wizards cliqgue em ADD

msense System ~ Interfaces ~ Firewall ~ Services v Status ~ Diagnostics v Help ~
COMMUNITY EDITION
IPsec
System / User Manager/ Users/ Edit L2TP
OpenVPN

Users Groups Settings Authentication Servers

msense System Interfaces Se! Status ~

COMMUNITY EDITION

VPN / OpenVPN / Servers Wl = @

Servers Clients Client Specific Overrides m Client Export Shared Key Export
_— e

OpenVPN Servers

Interface Protocol / Port Tunnel Network Crypto Description Actions

WAN UDP4 /1194 192.168.2.0/24 Crypto: AES-256-CBC/SHA256 VPN-Usudrios externos2 (tun) S

D-H Params: 2048 bits

2. Na primeira tela, Select an Authentication Backend Type, escolha
Local User Access, e cliqgue em Next

ﬂsense System ~ Interfaces ~ Firewall ~ Service Status Diagnostics v Help ~

COMMUNITY EDITION

Wizard / OpenVPN Remote Access Server Setup /

OpenVPN Remote Access Server Setup

This wizard will provide guidance through an OpenVPN Remote Access Server Setup .

The wizard may be stopped at any time by clicking the logo image at the top of the screen

Select an Authentication Backend Type

Type of Server Local User Access ¥

NOTE: If unsure, leave this set to "Local User Access
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3. Na segunda tela, Choose a Certificate Authority (CA), selecione a

autoridade certificadora que ja foi criada previamente “ca-pfsense”, e
cligue em next

interfaces ~ Firewall ~

= Diagnostics ~ Help ~
COMMUNITY EDITION

Wizard / OpenVPN Remote Access Server Setup / Certificate Authority Selection

Step 5 of 11

Certificate Authority Selection

OpenVPN Remote Access Server Setup Wizard

Choose a Certificate Authority (CA)

Certificate Authority ca-pfsense

» Add new CA

4. Na terceira tela, Choose a Server Certificate, selecione o certificado de
servidor que ja esté criado “pfsense” e clique em Next

msense System ~ Interfaces ~

Firewall v Services v

Status ~ Diagnostics ~ Help ~
COMMUNITY EDITION

Wizard / OpenVPN Remote Access Server Setup / Server Certificate Selection

Step 7 of 11

Server Certificate Selection

OpenVPN Remote Access Server Setup Wizard

Choose a Server Certificate

Certificate pfsense

» Add new Certificate

5. Na tela seguinte, Server Setup, vamos configurar o servidor da VPN.
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Aqui, vocé deve preencher de acordo com as configuragdes da rede.

Interface: WAN (interface de rede na qual o servidor aguardaré pela
conexao do cliente, deve apresentar conexao com a Internet)

Protocol: UDP

Local Port: 1194 (porta na qual o servidor aguardara pela conexao do
cliente, 1194 é a porta convencional para o protocolo OpenVPN, vocé
pode utilizar essa porta para a primeira VPN, mas se for criar outras,
devera reservar portas diferentes para cada VPN, por exemplo 1195,
1196...)

Description: Descricdo da VPN, deve ser um nome informativo, até
porque aparecera na tela do cliente identificando a conexao.

Tunnel Network: E a rede definida para o tanel VPN, que sera
distribuida para os clientes. Esta rede escolhida ndo pode ser a
mesma que a rede local. O pfSense tomara o primeiro endereco IP
para ele, nesse exemplo 192.168.2.1, e os demais enderecos IPs
serdo atribuidos aos clientes

Local Network: Sdo as redes locais que os clientes conectados
poderéo ter acesso.
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Server Setup

OpenVPN Remote Access Server Setup Wizard

General OpenVPN Server Information

Interface WAN [V

The interface where OpenVPN will listen for incoming connections (typically WAN.)

Protocol \U[SE’ on IPv4 only

Protocol to use for OpenVPN connections. If unsure, leave this set to UDP.

Local Port 1194
Local port upon which OpenVPN will listen for connections. The default port is 1194. This can be left at its default unless a different port needs to be
used.
Description VPN-Usudrios externos

A name for this OpenVPN instance, for administrative reference. It can be set however desired, but is often used to distinguish the purpose of the
service (e.g. "Remote Technical Staff"). It is also used by OpenVPN Client Export to identify this VPN on clients.

Tunnel Settings

w 192.1682.0/24

This is the virtual network used for private communications between this server and client hosts expressed using CIDR notation (eg. 10.0.8.0/24). The
first network address will be assigned to the server virtual interface. The remaining network addresses will be assigned to connecting clients.

Redirect Gateway [

Force all client generated traffic through the tunnel

Local Network 192.168.1.0/24

This is the network that will be accessible from the remote endpoint, expressed as a CIDR range. This may be left blank if not adding a route to the
local network through this tunnel on the remote machine. This is generally set to the LAN network.

6. Quando terminar, clique em next

10
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7. Na pendltima tela do assistente, Firewall Rule Configuration,
certifique-se de que as duas opc¢oes Firewall Rule e OpenVPN rule
estejam marcadas. Com isso, o pfSense criar4 automaticamente as
regras de firewall necessarias para que a VPN funcione. Clique em
Next

COMMUNITY (DXYION‘

Wizard / OpenVPN Remote Access Server Setup / Firewall Rule Configuration (]

¥Sense

COMMUNITY EDITION

Firewall Rule Configuration

OpenVPN Remote Access Server Setup Wizard

Firewall Rule Configuration

Firewall rules control what network traffic is permitted. You must add rules to allow traffic to the OpenVPN server's IP and
port, as well as allowing traffic from connected clients through the tunnel. These rules can be automatically added here, or
configured manually after completing the wizard.

Traffic from clients to server

Firewall Rule Add a rule to permit connections to this OpenVPN server process from clients anywhere on the Internet

Traffic from clients through VPN

OpenVPN rule Add a rule to allow all traffic from connected clients to pass inside the VPN tunnel

pfSense Electric Sheep Fencing LLC view license

11



EMIVIN)

Estacdio Multi-Misséo de Natal

8. A ultima tela apenas informa que a VPN foi criada. Clique em Finish

COMMUNITY EDITION

Wizard / OpenVPN Remote Access Server Setup / Finished! (2]

¥XSense

COMMUNITY ED!TION.

Finished!

OpenVPN Remote Access Server Setup Wizard

Configuration Complete!
Your configuration is now complete.

To be able to export client configurations, browse to System-=Packages and install the OpenVPN Client Export package.

» Finish

pfSense Electric Sheep Fencing LLC view license

12
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Exportando o certificado do cliente

1. Vaem VPN, OpenVPN, aba Client Export e selecione a vpn desejada

OpenVPN / Client Export Utility

Server Client Client Specific Overrides Wizards @ Shared Key Export

OpenVPN Server

Remote Access Server ¢”| VPN-Usuarios externos2 UDP4:1194 ) v

Client Connection Behavior

Host Name Resolution Interface |IP Address v

Verify Server CN Automatic - Use verify-x509-name (OpenVPN 2.3+) where possible |v

Optionally verify the server certificate Common Name (CN) when the client connects. Cu

2. No final da pagina, estardo os clientes que ja foram cadastrados e seus
respectivos arquivos .ovpn contendo seus certificados. Basta clicar sobre o
gue corresponde ao sistema operacional desejado e realizar a exportacao

OpenVPN Clients

User Certificate Name Export
cleberd cleberd - Inline Configurations:
&OpenVPN Connect (i0S/Android)
- Bundled Configurations:

- Current Windows Installer (2.4.8-1x02):
o 101201672019
- Old Windows Installers (2.3.18-1x02):
o
- Viscosity (Mac 0S X and Windows):
o Viscosity Bundle [l & Viscosity Inline Config
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