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Nowadays,  softwar e  are  very  impor ta n t  to  help  businesse s  of  the  compa nies  and,  
in  some  cases  they  don't  work  without   the  software .  But,  in  most  of  cases  the  softwar e  
are  presen t ing  serious  security  problems.  To  help  solving  this  problem,  a  methodology  
will   be  developed  to  test  far  softwar e  vulnera bility  star t ing  with  the  threa t  analysis  and  
finishing  with  the  developm e n t  of  the  final  repor t .  This   methodology  is  compose d  for  6  
main  activities,  such  as:

1) Threat s  Analysis

In  this  step,  threa t s  are  identified  and  analysed.

2) Risks  Analysis

In  this  step,  the  risks  are  calcula t ed  to  help  the  tes ts  plan  developme n t  and  tests  
execution.

3) Tests  Plan  Developme n t

In  this  step,  the  test  process  is  planne d.

4) Tests  Execution

In  this  step,  the  tests  are  executed .

5) Results  Analysis

In  this  step,  the  results  are  analyzed  to  identify   softwar e  vulnera bilities .

6) Final  Repor t  Developme n t

In  this  step,  the  final  repor t  is  developed  to  prese n t  the  tests  results .

The  bigges t  challenge  of  this  work  is  develop  a  simple  and  easy  methodology   with  grea t  
accepta n c e  as  well  as  a  tool  to  impleme n t  and  automa t ize  all  the  process .
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